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Overview

Join eMexo Technologies' specialized Microsoft Azure Security Technologies (AZ-500)
Certification Training in Electronic City, Bangalore and become a skilled Azure Security
Engineer. This hands-on training focuses on security services, identity & access management,
platform protection, data & application security, governance, and compliance monitoring within
Microsoft Azure.

Our industry expert trainers guide you through real-time scenarios, live labs, and projects that directly
align with job roles and the AZ-500 certification exam.

Key Features

Free Demo Class

Practical-First Training

Certified & Experienced Trainers

100% Job-Oriented Program

Real-World Projects and Case Studies

1:1 Mock Interviews and Resume Support
Interview Prep & Certification Guidance
Completed 500+ Batches
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Training Curriculum
Unit 1: Introduction to Azure Security

o Understanding Cloud Security Challenges
o Shared Responsibility Model in Azure

o Overview of Microsoft Defender for Cloud
e Azure Security Benchmark

Hands-On: Enabling Microsoft Defender for Cloud and Secure Score

Unit 2: Manage Identity and Access

Azure Active Directory Overview

Role-Based Access Control (RBAC)

Azure AD Privileged Identity Management (P1M)
Conditional Access Policies

MFA (Multi-Factor Authentication)

Identity Protection and Azure AD Connect

Hands-On: Configure Conditional Access and MFA for a user group
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Unit 3: Secure Platform and Compute Resources

o Network Security Groups (NSG)

e Azure Firewall

e Azure Bastion

e Just-In-Time (JIT) VM Access

e Azure Virtual Network (VVNet) Security

Hands-On: Configure NSG rules, JIT access, and Azure Firewall policies

Unit 4: Secure Data and Applications

o Azure Key Vaults (Secrets, Keys, Certificates)
e Azure Storage Encryption (SSE, CMK, DKE)
o Disk Encryption (ADE)

o Secure APIs with OAuth and Managed Identity

Hands-On: Implement Azure Key Vault with role-based access and app integration

Unit 5: Manage Security Operations

e Azure Monitor and Azure Sentinel

« Configure and manage log analytics

o Create and manage alerts

e Threat detection and incident response

Hands-On: Set up Log Analytics Workspace and Sentinel with custom alerts

Unit 6: Governance and Compliance

e Azure Policy and Blueprints

o Resource Locks, Tags

e Regulatory Compliance Manager
« Security Center Recommendations

Hands-On: Implement Azure Policies to enforce tagging and location rules

Unit 7: Secure Hybrid Environments

e Azure Arc-enabled Servers

e Azure Lighthouse

o Hybrid Identity and Authentication
 Integration with on-prem AD

Hands-On: Configure Azure Arc and hybrid identity
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Unit 8: Real-Time Projects

v Build and Deploy a Secure VM Environment with JIT, NSG, Azure Firewall
v Implement Identity Security with Conditional Access & MFA

v Create Incident Response Rules with Azure Sentinel

v End-to-End Key Vault and Storage Encryption Implementation

Training FAQs

Q1. Is this course 100% practical?
Yes, we follow a hands-on-first training approach with real-time use cases.

Q2. Duration of the course?
Approx. 30 hours (extendable depending on topic clarity and depth).

Q3. Do you offer mock interviews and placement support?
Absolutely! We offer mock interviews, resume reviews, and connect with hiring partners.

Q4. Will I work on real projects?
Yes. Every topic includes a lab-based hands-on and project scenario.

Q5. What if I miss a class?
No worries! You can reschedule or take a 1:1 repeat session.

Who Should Attend?
e System Administrators
e Security Engineers
o Azure Infrastructure Professionals
e Anyone aiming to pass the AZ-500 exam

Course Completion Certificate

You'll receive a Training Completion Certificate from eMexo Technologies, and complete guidance
to pass the official AZ-500 Microsoft Certification Exam.




